John Doe

Looking for a Junior penetration testing position in a company that boosts
innovation and conducts challenging and various pentest missions.

EXPERIENCE AND PROJECTS

YesWeHack, Remote — Bug bounty hunter
JULY 2018 - PRESENT

e Found 4 vulnerabilities across three bug bounty programs.

e Thanked by 10 companies across different sectors.

e Accurate and impactful security vulnerabilities.

e Delivered high-quality reports that helped fix the vulnerabilities
under 4 days.

School Name/Company, Location — Pentest project
FEBRUARY 2018 - JULY 2018

e Conducted 2 web application penetration testing missions, 1 internal
pentest engagement with an Active Directory environment, and 1
external pentest.

e Wrote 4 professional reports that helped the customer/school
understand the security risk and patch the vulnerabilities within 2
weeks.

e Participated in developing 2 Python modules of an internal tool that
finds security vulnerabilities using passive enumeration.

ACADEMIC EDUCATION AND EXTRACURRICULAR ACTIVITIES

School Name, Location — Bachelor in Computer Science
SEPTEMBER 2016 - JULY 2018
Graduated with honors. (Include GPA score if high).

Hackthebox, Remote — Pro Hacker
APRIL 2018 - PRESENT

e Pro hacker: Ranking Top 1%.
e Pwned 20 Windows and Linux machines of various difficulty levels in 3
months.

e Participated in CTFs with a team of 3 players.

Root-me and Tryhackme, Remote
JANUARY 2022 - APRIL 2022

e Ranking Top 100 in 3 months.
e Solved more than 93 security challenges in 3 months.
e Self-taught learning of web and Active Directory hacking.

123 street number

Your city, ZIP 12345
(123) 456-7890
myemail@email.co
https://johndoe.github.io

SKILLS

BurpSuite and Zaproxy.
OWASP Top 10.

Active Directory.

Network penetration testing.
Python and bash scripting.
Professional pentest reporting.

CERTIFICATIONS AND
AWARDS

0SCP: Offensive Security
Certified Professional
(Certificate ID: XXXXX).

eJPT: eLearnSecurity Junior
Penetration Tester
(Certificate ID: XXXXX)

Dante Prolab: Vulnerable lab
environment that features
both Linux and Windows
Operating Systems
(Certificate ID: XXXXX)

HTB University CTF: Annual
hacking competition for
students (3rd position).

LANGUAGES

English: Mother tongue.

French: Professional
proficiency.

Spanish: Elementary
Proficiency.



